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By Kevin W. Jones

The continuing outbreak of the novel coronavi-
rus disease (COVID-19) has upended business as 
usual. New cases continue to grow, and govern-

ments around the world have implemented a variety of 
measures in an effort to slow the spread of the virus and 
mitigate the strain that it has placed on healthcare sys-
tems.1 Following some background and an overview 
of the disease characteristics of COVID-19, this article 
discusses measures for facilitating the continued avail-
ability of mission-critical personnel and relevant legal 
considerations. 

Background
To address the pandemic, gov-
ernments have issued a range of 
mandates and official guidance 
regarding social distancing, face cov-
erings, and business closures and 
restrictions aimed at limiting trans-
mission among individuals in close 
contact. Businesses responsible 

for critical infrastructure, however, must continue cer-
tain operations in the challenging environment of the 
pandemic. 

In recognition of this, essential critical infrastructure 
workers have been exempted from various “stay-at-
home” orders.2 This reality presents unique challenges 
for critical infrastructure operators, especially since many 
critical infrastructure workers cannot work remotely 
and often must work in close proximity to one another, 
whether in a control room, as part of a maintenance 
crew, or in an essential production facility. This height-
ens the risk of infection for individual workers and 

continued on page 12
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As the incoming Chair of the ABA’s Infrastructure and 
Regulated Industries Section, I am grateful for the 
opportunity, and I look forward to working with 

Section members. Regulated industries owning infrastruc-
ture and providing service to the public are a national priority now more than 
ever. For example, the COVID-19 pandemic has accelerated changes in the 
way we rely on the communications industry, underscoring the importance of 
communications infrastructure, services, and providers. This year’s presidential 
election will also highlight the importance of infrastructure. Issues central to 
the election include how our infrastructure will be developed, maintained, and 
financed, and also, how environmental considerations related to infrastructure 
should be weighed prospectively by government regulators, regulated service 
providers, and the public. 

IRIS provides an invaluable opportunity to share legal knowledge and 
experience. Legal knowledge and experience pertaining to infrastructure and 
regulated industries is particularly transferable, as regulated industries (i.e., 
communications, energy, water, and transportation) face similar legal chal-
lenges. For example, legal issues related to physical or cyber threats are 
similar across various types of infrastructure and many regulated industries. 
IRIS members benefit from participation in IRIS through reading or writing 
for IRIS publications or its twitter feed, attending or presenting in IRIS CLE 
seminars or podcasts, attending an IRIS Young Lawyers event, or serving as a 
committee member. Please feel free to reach out to me directly if you have an 

The COVID-19 pandemic has had a profound impact 
on our country, its economy, and its citizens. The 
long-term global consequences of the virus remain 

unclear, but it likely will affect critical infrastructure provid-
ers directly and indirectly for some time. It is thus quite appropriate that we 
dedicate this issue to the pandemic and how it impacts, and may be impacted 
by, the infrastructure sector of our economy. 

In our first article, Managing Critical Infrastructure During the COVID-
19 Pandemic, Kevin Jones explains how critical infrastructure companies 
and other essential businesses can take measures and develop strategies to 
monitor and manage the risk of exposure to COVID-19 within their work-
forces. The article explains the importance of contingency plans that can be 
implemented swiftly if an outbreak occurs within the essential employee pop-
ulation. Substantial advance planning is necessary because medical, legal, and 
other considerations must be coordinated among company management, legal 
and medical advisors, and critical workforce personnel. 

In our second article, Mobile Technologies and COVID-19: A Primer on 
Fighting the Virus with Cell Phones, Michael Roberts explains how mobile 
technologies can be used by businesses and governments to manage the 

Chair’s Column

Editor’s Column

By Catherine P. McCarthy
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Roberts

As of September 2020, the coronavirus and the 
disease it causes, COVID-19, had taken the lives 
of over 180,000 people in the United States and 

caused widespread economic dislocation and unem-
ployment. Tragically, the virus also shows little sign of 
abating, and public health officials warn that there may 
be a “second wave” of infections. U.S. governments 
and businesses thus continue to seek ways to mitigate 
COVID-19’s effects, at least until a safe and effective 
vaccine or antiviral treatment is discovered. Mobile tech-
nologies are consistently mentioned as a piece of this 
mitigation puzzle, whether it be by enabling quarantine 
strategies through “contact tracing,” providing mobile 
“passports” to signify viral diagnoses or potential immu-
nity, or assisting in health monitoring and alerting to 
prevent the spread of the virus. 

Even as governments and businesses deploy these 
strategies, however, questions and controversies regarding 
their use persist. What data will be collected and used? 
How long will it be retained? And, critically, what steps 
should be taken to try to ensure that the COVID-19 crisis 
won’t permanently reset the balance between privacy and 
security to the detriment of civil liberties? 

This article cannot definitively answer these questions 
and does not recommend any par-
ticular technology to respond to the 
pandemic. Any attempt to do so risks 
obsolescence given the light-speed 
pace of technological development 
and policy debates. 

Instead, this article provides a 
short primer on key relevant pri-
vacy considerations and issues in 
order to assist businesses considering 
whether to develop or use mobile 

technologies to fight COVID-19. It first outlines the main 
ways governments and businesses might use mobile 
technologies to fight the virus and the potential applica-
bility of current laws to these uses. It then details how 
those laws might change as legislatures and regulators 
address the novel privacy and civil liberties issues raised 
by COVID-19. Finally, this article offers a checklist to 
capture important data privacy and security legal con-
siderations relevant to the use of mobile technologies to 
combat COVID-19. 

How Mobile Technologies May Help Fight COVID-19
Although we learn more about COVID-19 on an almost 
daily basis, the basic ways mobile technologies might 
help address the pandemic are unlikely to change. 

At least at the start of the pandemic, there was little 
understanding about whether humans had any immu-
nity to COVID-19 because it is novel and, because the 
virus is also highly communicable, it spreads rapidly if 
infected people have sufficient contact with healthy indi-
viduals. Given this, earlier this year, the United States 
and various state and local jurisdictions adopted a vari-
ety of measures—including physical distancing and 

Mobile Technologies and COVID-19:  
A Primer on Fighting the Virus with  
Cell Phones
By Michael R. Roberts

Michael R. Roberts (mrroberts@sidley.com), formerly a White 
House intern in the Office of the Counsel to Vice President 
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statewide shutdowns—to help slow the virus’s spread. 
These measures helped to “flatten the curve”—i.e., mit-
igate the exponential growth of COVID-19 that can 
overwhelm health systems. Numerous jurisdictions 
began allowing more activity in May and June in an 
effort to reopen the economy, attempting to focus quar-
antine and self-isolation efforts on infected individuals 
rather than on the general population. Pervasive asymp-
tomatic spread of COVID-19, however, complicated 
those efforts, and the relaxing of measures produced a 
resurgence of COVID-19 cases in some areas.

These developments put additional pressure on busi-
nesses and governments to determine whether there is a 
way to enable economic activity and increase in-person 
interactions without producing an unacceptable surge 
in COVID-19 infection rates in the absence of a safe and 
effective vaccine or antiviral treatment. Technologists 
and others have suggested three key ways that mobile 
technologies may help.

Contact Tracing 
First, mobile technologies may assist in contact trac-
ing, which seeks to curb the spread of COVID-19 by 
identifying individuals who have been in “contact” with 
infected persons and then alerting those contacts so that 
they can take appropriate precautions to prevent further 
infections. Of course, this strategy is at best a partial mit-
igation approach. Contact tracing would not assist with 
tracing infections that may have been caused by asymp-
tomatic carriers or carriers who do not report that they 
have COVID-19.1 Nevertheless, contact tracing could be 
one tool that helps jurisdictions move away from shut-
downs and physical distancing by identifying a set of 
individuals who need to quarantine.

An unfortunate problem with “traditional” contact 
tracing is that it is difficult to scale and time-consuming, 
and it is also subject to the vicissitudes of memory and 
other human factors, such as the ability to locate poten-
tial contacts for purposes of informing them of their 
potential exposure.2 And this is where mobile technolo-
gies enter the discussion.

According to the U.S. Centers for Disease Control and 
Prevention (CDC), there are two broad categories of ways 
technological tools can supplement or replace traditional 
contract tracing approaches. First, tools can be used for 
case management—i.e., to improve “the efficiency and 
accuracy of data management and automating tasks” and 
“reduce the burden of data collection on public health 
staff by allowing electronic self-reporting by cases and 
contacts.”3 Here, mobile applications can automate much 
of the typically labor-intensive interview and tracing pro-
cess, saving manpower and time. Second, and more 
dramatically, technology can be used to “identify commu-
nity contacts unknown to the case,” which is also known 
as “proximity tracking.”4 This second use takes advan-
tage of the fact that individuals typically carry with them 

mobile devices that can communicate with other mobile 
devices, making it is possible for those devices to store 
close “contacts” so that they can be uncovered at a later 
time if necessary for virus prevention. (Of course, prox-
imity tracking requires widespread community adoption 
and, as discussed later, raises significant privacy and civil 
liberties questions.) 

Given these potential benefits, it is unsurprising that 
numerous countries have announced or implemented con-
tact tracing apps or other app-based technologies intended 
to help tracing efforts.5 In the United States, there is cur-
rently no comprehensive federal contact tracing system, 
but the CDC has been “conducting a landscape analysis 
and evaluation of contact tracing tools; generating prelim-
inary tool recommendations for piloting tracing in areas 
with limited introduction of COVID-19; and coordinating 
with public health agencies, healthcare organizations, aca-
demic institutions, non-profit organizations, and private 
companies to maximize contact tracing effectiveness.”6 

States have also adopted a range of approaches. For 
instance, New York State partnered with Bloomberg Phi-
lanthropies, Johns Hopkins Bloomberg School of Public 
Health, and Vital Strategies to launch a contact tracing pro-
gram that will be implemented in coordination with New 
Jersey and Connecticut.7 Several states have also leveraged 
mobile technologies and platforms for contact tracing pur-
poses or even created their own contact tracing apps,8 and 
others are reportedly exploring doing so.9 

Quick Response (QR) Codes and Digital “Immunity” Passports 
A second way mobile technologies can be used to 
address the COVID-19 crisis is by serving as quick 
response (QR) codes—machine-readable tags that iden-
tify the device user or that user’s traits. The possible uses 
of such codes are extremely varied. For example, they 
can be used to track the presence of individuals at par-
ticular places to assist with contact tracing. Or the codes 
can serve as “digital passports” to show that individuals 
are symptom-free or approved to report to work. 

Indeed, various countries, such as Singapore and 
New Zealand, are already using QR code technologies 
to address COVID-19.10 In addition, South Korea has 
deployed QR codes as symptom-free electronic pass-
ports.11 And on June 10, after determining that a simple 
sign-in system was not comprehensive, South Korea 
required “places at high-risk” for COVID-19, including 
bars, clubs, and other entertainment venues, to register 
patrons in a QR code–based registration system.12 

Health Screening, Monitoring, and Alerting Systems 
A third way mobile technologies can assist is by aid-
ing health screening, monitoring, and alerting, although 
experts continue to evaluate the impact of such uses.13 
These mobile technologies are relatively straightforward 
and may be used in conjunction with wearables and 
contactless kiosks.14 
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Indeed, due to government mandates for symptom 
screening and the speed at which such technologies can 
be deployed, these technologies are becoming increas-
ingly prevalent. Many state and local governments now 
require or recommend that businesses conduct daily 
symptom screenings before employees enter a physical 
work location.15 Businesses faced with determining how 
to implement such guidance are increasingly looking to 
mobile technologies to simplify the task.

Existing Laws Applicable to Mobile Technologies Fighting 
COVID-19
As noted at the outset, the use of mobile technologies 
to address COVID-19 implicates important data privacy 
and security considerations. The technologies discussed 
in the prior section may collect and use various types of 
data that can reveal sensitive details about an individu-
al’s life. For example, contact tracing applications may 
track detailed movement and location information, QR 
code programs may also require individuals to uniquely 
identify their location, and all of the applications would 
likely collect or use sensitive health information. It is 
therefore understandable why privacy and civil liber-
ties advocates want to ensure that there are appropriate 
protections before unleashing these technologies on 
COVID-19.

But it would be a mistake to assume that the calls for 
further legislation and regulation mean that there are no 
existing laws governing the most common ways technol-
ogies may be brought to bear against the virus. Indeed, 
to the contrary, detailing all the relevant laws would 
extend far beyond the scope of this article. Instead, it 
provides a brief tour of important existing legal regimes 
that might govern some of these mobile technologies.

Before turning to the legal specifics, however, it is 
important to note that the laws discussed in this sec-
tion, even if plainly applicable during the COVID-19 
pandemic, were not enacted and have not necessar-
ily been interpreted with a global public health crisis in 
mind. Indeed, regulators are rapidly considering their 
enforcement posture and how these laws might apply 
to present-day facts, with the following examples repre-
senting only a small portion of their recent guidance.

• The U.S. Occupational Safety and Health Admin-
istration (OSHA), which regulates safety and 
health issues in the workplace and enforces the 
Occupational Safety and Health Act of 1970, has 
explained that it will evaluate community spread 
of COVID-19 in each geographic area when con-
sidering the frequency of workplace inspections 
and its enforcement priorities.16

• Similarly, the Equal Employment Opportunity 
Commission (EEOC), which enforces workplace 
antidiscrimination laws, has issued guidance 
concerning COVID-19 and the Americans with 

Disabilities Act (ADA), the Rehabilitation Act, and 
other equal employment opportunity laws, which 
may include the Family and Medical Leave Act and 
the Genetic Information Nondiscrimination Act.17 
Importantly, this guidance asserts that employee 
medical information about COVID-19 symptoms 
and diagnosis must be maintained as a “confi-
dential medical record” under the ADA, including 
when the employer receives such information in 
relation to a medical examination or inquiry or if 
the employee volunteers to provide the employer 
with such pandemic-related medical information.18

• The Federal Trade Commission (FTC) has also 
issued guidance on its enforcement posture during 
the pandemic, explaining that it “will be flex-
ible and reasonable when it comes to bringing 
enforcement actions against companies engaged 
in good faith, thoughtful efforts to address the 
effects of the pandemic,” while cautioning that 
it still “doesn’t pay to be in the news for privacy 
and security problems, and then have to retreat 
to address them.”19 The FTC has previously issued 
guidance on mobile privacy issues, including rec-
ommending that platforms provide notice to and 
obtain affirmative express consent from individu-
als before permitting apps to access geolocation 
information.20 The FTC has also highlighted four 
critical “tips” for businesses using data during the 
pandemic, specifically that a business should (1) 
consider privacy and security as it develops prod-
ucts and services, and not after launch; (2) utilize 
privacy protective technologies; (3) consider using 
anonymous, aggregate data; and (4) delete data 
when the crisis ends.21

The bottom line is that, to ensure the compliance 
of their plans, companies that employ COVID-19 tech-
nologies should check the latest regulatory guidance 
applicable to their efforts. 

And with that crucial message out of the way, here 
are some of the key laws that businesses should con-
sider when evaluating whether to deploy any of the 
technologies identified above.

Federal Laws Applicable to the Government 
Businesses initially should consider whether they will 
work with the federal government in using mobile tech-
nology to address the COVID-19 crisis. If they will, 
businesses must take into account a set of laws applica-
ble only to the government, including the Privacy Act of 
1974 and the Freedom of Information Act (FOIA).22

The most important law applicable to the govern-
ment is, of course, the Fourth Amendment to the U.S. 
Constitution, which protects people against unrea-
sonable searches and seizures.23 As a practical matter, 
the Supreme Court has interpreted this mandate as 
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prohibiting the government from gathering data without 
consent when individuals have a reasonable expecta-
tion of privacy unless the government has a warrant or 
an exception to the warrant requirement applies.24 Since 
recent precedents make clear that individuals have such 
reasonable expectations regarding the contents of their 
cell phone and historical cell-site locational information, 
this means that, to engage in the sorts of contact tracing 
described above, the government might need a warrant 
or an exception to the warrant requirement.25 

To that end, the Supreme Court has repeatedly rec-
ognized that the government may conduct a search 
without obtaining a warrant if it would be impractical to 
do so, the goal is not traditional law enforcement, and 
the search is otherwise reasonable and proportional to 
the facts and circumstances.26 This is commonly known 
as the “special needs” or administrative search doctrine. 
While the scope and criteria for this doctrine are not 
well-defined, the Court has used the doctrine to allow 
certain public health and safety initiatives, and it may be 
applicable here.27 

Moreover, the Fourth Amendment likely does not 
apply to location data that is sufficiently de-identified 
and aggregated,28 which may be relevant if the govern-
ment is using aggregated data to understand compliance 
with quarantine orders.

In short, if businesses are providing applications or 
information to the government, they should evaluate 
whether the Fourth Amendment applies and, if it does, 
whether the provision of information is consistent with it. 

Generally Applicable Federal Laws
Although the United States does not have a compre-
hensive cross-sectoral privacy regime like the European 
Union’s General Data Protection Regulation (GDPR), it 
does have various legal regimes that focus on particu-
lar sectors or interests. While a complete tour of this 
landscape is beyond this article’s scope, the following 
highlights three of the legal regimes most likely relevant 
to the technological applications identified above.29

Wiretap and Stored Communications Acts 
The Wiretap Act and the Stored Communications Act 
(SCA) are the primary federal laws protecting the pri-
vacy of electronic communications. The Wiretap Act, 
among other things, generally prohibits the nonconsen-
sual “interception” of electronic communications, absent 
lawful process.30 The SCA generally prohibits service 
providers from knowingly disclosing the contents of 
communications to any person or entity31 and also bars 
providers from sharing with any governmental entity 
certain information, specifically a customer record or 
other information regarding a subscriber.32 

While it is unlikely that the technological uses out-
lined here would implicate the Wiretap Act, many uses 
could leave businesses in possession of information 

covered by the SCA. Businesses thus should carefully 
evaluate any disclosure of such information, particularly 
if they are disclosing the information to a governmen-
tal entity. As previously noted, businesses are not barred 
from disclosing customer records to private parties 
as long as those records do not reflect the content of 
communications.33

The Federal Trade Commission Act 
Section 5 of the Federal Trade Commission Act (FTC 
Act) prohibits “unfair or deceptive acts or practices in or 
affecting commerce,”34 and the FTC has frequently taken 
enforcement action for various “deceptive” or “unfair” 
acts or practices related to data privacy and security. 
For instance, the FTC has brought enforcement actions 
against companies for failing to reasonably secure per-
sonal information, adequately disclose data collection 
practices, and operate in accordance with the represen-
tations made in their privacy policies.35 

Because all of the COVID-19 technologies identified 
previously could implicate any of these areas, businesses 
should review their data practices and privacy policies 
and notices with respect to such technologies to ensure 
compliance with FTC standards and guidance.

The Health Insurance Portability and Accountability 
Act of 1996 and Health Information Technology for Eco-
nomic and Clinical Health Act of 2009 
Health-related data is, of course, at the core of many of 
the forms of data collection and use discussed above. A 
key initial question is whether the data that businesses 
collect or process is protected under the Health Insur-
ance Portability and Accountability Act of 1996 and 
the Health Information Technology for Economic and 
Clinical Health Act of 2009 (together, with their imple-
menting regulations, HIPAA) and state laws relating to 
health data, which are discussed further below. 

Importantly, HIPAA does not apply to all health 
data; instead, it applies only to protected health infor-
mation (PHI) held by either “covered entities” or 
“business associates.” Covered entities include health-
care providers, health plans (including employer 
health plans), and healthcare clearinghouses that 
engage in certain electronic transactions involving 
PHI.36 Business associates are entities with which a 
covered entity contracts to perform a function for or 
on behalf of the covered entity that involves PHI, or 
to provide services to a covered entity that involve the 
use or disclosure of PHI.37 

If HIPAA does apply, its compliance requirements 
can be substantial. HIPAA requires covered entities to 
adhere to certain privacy standards, including limitations 
on disclosure, absent authorization. HIPAA also requires 
covered entities and their business associates to engage 
in certain security measures to ensure PHI is properly 
protected. 
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The U.S. Department of Health and Human Services 
has announced that it intends to exercise enforcement 
discretion with respect to limited aspects of HIPAA, 
including with respect to certain uses of telehealth, in 
light of the pandemic.38

State Laws and Regulations 
Every state has numerous laws and regulations poten-
tially applicable to the use of COVID-19 technologies. 
Many of these laws mirror federal laws outlined above; 
for example, every state or nearly every state has a state-
constitution equivalent to the Fourth Amendment, a 
Wiretap Act analogue (with many also having an SCA 
analogue), and an “unfair and deceptive practices” stat-
ute mirroring the FTC Act. But there are also unique 
state laws that have no exact federal analogue, with key 
examples of such state laws as follows.

• First, as mentioned previously, many states have 
medical privacy laws, which may be different in 
material respects from HIPAA. Although many of 
these laws do not apply to employers perform-
ing return-to-work health screenings for their 
employees, they do contain provisions that must 
be tracked on a state-by-state level, including such 
provisions as those contained in the Alabama and 
Illinois codes, which mandate information security 
protections for health information.39

• Second, state laws may require businesses to dis-
close their collection and use practices and also 
grant consumers rights with respect to their per-
sonal information. The most important of these 
is the California Consumer Privacy Act of 2018 
(CCPA), which gives California residents impor-
tant rights regarding their “personal information.”40 
Among other things, the CCPA requires business 
to provide consumers with the rights to access 
and delete their personal information, as well as 
opt out of its “sale.”41 The CCPA also requires busi-
nesses to detail privacy practices in a publicly 
accessible privacy policy; the personal information 
that they collect, use, store, and share; and how 
consumers may exercise their CCPA rights.42 

• Third, as particularly relevant to contact tracing 
applications with a geolocation component, several 
states have laws that regulate location tracking of 
individuals.43

• Fourth, certain states, such as Illinois, Texas, and 
Washington, have laws that specifically regulate the 
collection of biometric information.44 These laws 
may require businesses to obtain explicit consent 
to collect such information, and the Illinois Bio-
metric Information Privacy Act (BIPA) provides a 
private right of action with statutory damages.45 

• Fifth, it is also important to note that all states 
grant their governors and/or public health 

authorities emergency powers, which may allow 
them to suspend otherwise operative laws during 
a public health crisis or to implement emergency 
regulations.46 It is thus important to be aware of 
any invocation of these authorities, particularly if a 
business is working with the government. 

The key point is that businesses should consider the 
legal regime of each applicable state based on the loca-
tions of their operations, employees, and consumers. 

International Regulators and Governments 
Finally, if operating internationally, a business should 
consider the laws, regulations, and standards of relevant 
jurisdictions, as well as regulator guidance and state-
ments related to the use of technologies in the fight 
against COVID-19. Key international regulators may 
include the European Data Protection Board and the 
United Kingdom Information Commissioner’s Office 
(ICO). Both of these regulators have evaluated data pro-
cessing and sharing practices relevant to the COVID-19 
response.47 Additionally, the ICO continues to issue 
public assessments of COVID-19 technologies and the 
national contact tracing system sponsored by the British 
government and health authorities.48

How COVID-19 Might Change Data Privacy and Security Law
The COVID-19 pandemic raises numerous privacy chal-
lenges. Asymptomatic spread requires prophylactic 
measures; the wide range of potential symptoms associ-
ated with COVID-19 makes identifying cases of concern 
more difficult; and employers, schools, and other institu-
tions may be placed in roles that they do not ordinarily 
play in order to keep spaces safe. 

Although numerous privacy laws potentially apply 
to the use of mobile technologies to combat COVID-19, 
these laws were not designed to apply particularly to the 
use of information to fight a public health crisis of the 
current magnitude. This fact has led to concerns from 
both sides of the privacy spectrum. Privacy advocates 
fear that the existing laws do not sufficiently protect civil 
liberties during this time of crisis, while others believe 
that the existing laws may restrict too much activity that 
would help combat the virus’s spread. It is thus unsur-
prising that legislators and regulators are considering 
whether new laws and regulations are necessary to spe-
cifically address how governments and businesses may 
use data during the pandemic.

Two draft bills recently introduced in Congress may 
serve as a good indication of the issues central to the cur-
rent debate on COVID-19 privacy legislation. First, the 
COVID-19 Consumer Data Protection Act (CDPA) was 
introduced by Senate Republicans on May 7, and second, 
the Public Health Emergency Privacy Act (PHEPA) was 
introduced by Senate Democrats on May 14. The table 
below provides several key elements of these bills. 
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CDPA PHEPA

Scope Applies to a “covered entity,” defined to include 
any organization subject to the FTC Act, as well 
as any common carrier or nonprofit organization 
defined per federal law.

Includes exemption for service providers.

Applies to a “Covered Organization,” which 
broadly includes any person subject to de minimis 
and household exceptions, including any govern-
mental entity that is not a public health authority.

Includes exemption for service providers and 
healthcare providers.

Authorized 
Purposes for 
Processing

Prohibits covered entities from collecting, process-
ing, or transferring data of an individual unless 
(1) the covered entity is processing the data for a 
“covered purpose” or (2) the covered entity satis-
fies specified notice and consent protocols.

Defines covered purpose to include (i) track-
ing the spread, signs, or symptoms of COVID-19; 
(ii) measuring compliance with social distancing 
guidelines and requirements; and (iii) contact trac-
ing of COVID-19 cases. Explicitly prohibits certain 
types of data processing, including those related 
to (i) commercial advertising; (ii) marketing, solic-
iting, or selling activities in targeted areas such as 
housing, education, and finance; and (iii) discrimi-
nating or disadvantaging an individual in a place 
of public accommodation.

Requires processing only be performed for a good 
faith public health purpose and, like the CDPA bill, 
permits processing if it is otherwise required by law.

Does not include a “notice and consent” safe har-
bor but, rather, requires that consent be obtained 
in all instances in which emergency health data 
is collected, unless a particular exception applies, 
with such exceptions limited to purposes related 
to guarding against fraud, protecting against data 
breaches, and adhering to legal requirements.

Notice 
Obligations

Requires covered entity to publish a special pub-
lic-facing privacy policy within 14 days of the law’s 
enactment, disclosing the categories of recipients 
who receive covered data and the entity’s data 
retention and data security practices. 

Further requires entities to issue a report within 
30 days of the law’s enactment, (i) stating the num-
ber of individuals whose covered data has been 
collected, and (ii) describing the categories, pur-
poses, and recipients of such covered data.

Contains requirements similar to the CDPA, 
although (i) there is no specific requirement that 
the privacy notice be public-facing; (ii) the pri-
vacy policy must include a summary of individual 
rights; and (iii) the public reporting obligation only 
applies to entities that collect the data of 100,000 
individuals or more, but it requires that such orga-
nizations issue a public report every 90 days, 
rather than just once.

Affirmative 
Private Rights 
and Obligations 

Requires covered entities to (i) provide an effec-
tive opt-out mechanism to revoke consent and 
otherwise restrict processing of covered data; 
(ii) delete all covered data when it is no longer 
being used; (iii) ensure the accuracy of covered 
data and provide a mechanism for individuals to 
report inaccuracies; (iv) implement data-minimi-
zation processes in accordance with guidelines to 
be issued by the FTC; and (v) establish reasonable 
administrative, technical, and physical data security 
policies and practices to protect covered data.

Apart from a specific data-minimization obligation, 
contains the other privacy rights and obligations 
found in the CDPA: an opt-out mechanism, data 
destruction requirement, data accuracy obligation, 
and a mandate to establish reasonable safeguards 
for the protection of emergency health data. 

Also requires reasonable safeguards to protect 
against discrimination and to ensure that data is 
disclosed to governments only for public health 
reasons.

Enforcement Delegates primary enforcement authority to the 
FTC under section 5 of the FTC Act; secondary 
enforcement authority given to state attorneys 
general.

Delegates primary enforcement authority to the 
FTC under section 5 of the FTC Act; secondary 
enforcement authority given to state attorneys 
general.

Includes private right of action with maximum stat-
utory damages of $5,000 per violation, as well as 
reasonable attorney fees and other fees that the 
court deems appropriate.
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While these two bills are not likely to be the last 
word on this subject, as this table shows, there is sub-
stantial overlap between these two bills—overlap that 
provides a good overview of the areas where legisla-
tors believe that existing law should be supplemented. 
These areas include gathering health information for 
public health purposes to combat the COVID-19 pan-
demic while requiring additional protections—such as 
use restrictions, data-minimization requirements, reten-
tion limits, and individual rights protections—to ensure 
that the data are used properly and for more targeted 
purposes.49 

Checklist of Privacy and Security Considerations for 
COVID-19 Technologies
As the foregoing discussion demonstrates, the techno-
logical landscape for using mobile applications to fight 
COVID-19 is constantly evolving and legally dense. 
While this article does not seek to comment on or eval-
uate any particular application of technology, below 
please find a basic checklist of privacy-related consider-
ations for use of these technologies.50

• Take privacy into account when developing plans 
for using the mobile technologies by, for example, 
using “privacy by design” principles to develop 
the technology; ensuring that data collection, 
particularly of sensitive information (such as bio-
metrics), is necessary and proportionate, including 
by evaluating whether it would be possible to use 
de-identified or aggregate data; procuring affirma-
tive user consent; and conducting a privacy impact 
assessment of the plan.

• Assess what legal requirements apply, including 
by evaluating the jurisdictions in which the tech-
nology will be used (to see what international, 
federal, state, and local laws might apply); the 
types of entities that will be gathering or using the 
information and the type of information that will 
be gathered (to determine the applicability of any 
sector-specific or category-specific regimes, such as 
HIPAA); and whether any relevant regulators have 
recently issued guidance on how those rules apply 
with respect to COVID-19. 

• Review disclosures regarding data collection, use, 
and privacy practices to ensure that they are con-
sistent with any legal requirements and provide 
sufficient and accurate information about how data 
will be collected and used to combat COVID-19. 
Consider whether additional communications to 
data subjects about the technology used or the 
data collected are helpful and appropriate.

• Review existing information security policies and 
procedures to ensure that they are consistent with 
applicable regulations and guidance and contain 
appropriate security and handling protections. 

• Establish appropriate and lawful protocols for data 
retention, including with respect to its destruction 
after its retention is no longer necessary and/or the 
COVID-19 pandemic has ended.

• Evaluate relevant contracts with suppliers, vendors, 
and clients to ensure that privacy and informa-
tion security issues, and the allocation of liability 
among the parties, are appropriately addressed. 

• Review existing or, if necessary, establish new 
governance structures and monitoring protocols 
for evaluating and auditing the effectiveness of 
the technological use and privacy safeguards, as 
well as compliance with any internal policies or 
procedures. 

A current legal obligation may not be linked to each 
of these considerations. However, by entertaining these 
considerations, businesses could reduce other privacy 
and reputational risks that might arise. And, importantly, 
by incorporating these suggestions, businesses will be 
better prepared in the event that such considerations do 
become applicable—a likely occurrence as the law in 
this area is evolving rapidly.  inf 
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creates the potential for groups of essential workers to 
become infected at the same time, potentially threat-
ening continuous operations of critical infrastructure 
functions.3

Accordingly, critical infrastructure companies and 
other essential businesses need to take measures and 
develop strategies to monitor and manage the risk of 
exposure to the virus that causes COVID-19 within their 
workforces.4 They also should develop contingency 
plans that can be implemented swiftly if an outbreak 
occurs within the essential employee population. These 
response measures require substantial advance plan-
ning because a range of medical, legal, and other 
considerations must be coordinated among company 
management, legal and medical advisors, and critical 
workforce personnel.

COVID-19 Disease Characteristics 
Due to the novel and emergent nature of COVID-19, 
employers must establish a basic understanding about 
the disease in order to develop appropriate measures 
tailored to their company’s needs. While the medical 
community’s understanding of the virus is still evolving, 
some important points of consensus relevant to critical 
infrastructure workforce management have emerged.

First, COVID-19 is highly transmissible and spreads 
more efficiently than many other respiratory diseas-
es.5 This is due, in part, to the relatively long incubation 
period and duration of asymptomatic transmission seen 
with COVID-19. In addition, the multiple modes of 
transmission of COVID-19 create challenges for con-
trolling the spread in many workplace environments.6 

Transmission occurs primarily through direct, indirect, or 
close contact with an infected individual through drop-
lets created by coughing, sneezing, or talking. Droplets 
expelled by an infected individual can also contaminate 
surfaces and objects, leading to fomite transmission to 
other individuals. Researchers are also studying the pos-
sibility that COVID-19 can be transmitted by smaller, 
aerosolized particles that have the potential to remain 
in the air longer and to travel farther than with droplet 
transmission.7 

Second, while the lethality of COVID-19 has been dif-
ficult to determine with precision, due to its novelty and 
the lack of sufficient testing to determine the total num-
ber of infections, it is significantly more deadly than the 
seasonal flu. Current estimates suggest that COVID-19 
has an overall fatality rate of between 0.5 percent and 
1 percent, which is 5–10 times higher than the seasonal 
flu with its average fatality rate of approximately 0.1 
percent.8 Fatality rates have been observed to increase 
with age, including in working-age populations of those 
45–54 years old and those 55–64 years old.9 Further-
more, while the vast majority of those who contract 
COVID-19 survive the disease, evidence suggests that it 
can have significant and lasting health impacts on those 
who contract it.10

Third, while some clinical trials have shown prom-
ise, development of a safe and effective vaccine remains 
elusive. Even with expedited development and approval 
protocols, the likely timelines for testing, development, 
and deployment of a vaccine will require critical infra-
structure companies to continue managing through the 
pandemic for the foreseeable future.

Managing Critical Infrastructure During the COVID-19 Pandemic
continued from page 1
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Developing Workforce Management Protocols
Current understanding of COVID-19 points to a range of 
measures that companies can take to protect essential 
employees and support continued business operations. 
These risk-based approaches vary depending on the 
nature of the organization, as there is no one-size-fits-
all solution. The expense and difficulty of implementing 
safeguards also vary, depending on the measures chosen. 

Factors to consider in developing a COVID-19 work-
force management program to ensure continuity of 
essential operations include: the minimum number of 
employees needed to operate mission-critical functions, 
the number of trained and licensed personnel qualified 
to conduct those functions, the ability to isolate or dis-
tance essential employees from nonessential personnel, 
and opportunities for early detection of infections within 
the workforce and effective response measures. 

Assessment of these and other company-specific fac-
tors can help guide the choice of measures that will 
best support business continuity for a critical workforce. 
Basic, straightforward measures focused on vigilant 
workplace and at-home hygiene, consistent use of 
masks, and disciplined social distancing, for example, 
may be sufficient for organizations with large workforce 
reserves and controlled-access facilities, while more 
extensive measures may be necessary for those with less 
margin for error. Legal considerations and the extent 
of medical supervision required also vary based on the 
measures taken and should be carefully considered 
when developing workforce management protocols. 

Basic Protective Measures
Basic protective measures are widely familiar by now. 
These require minimal effort and expense but can pro-
vide meaningful safeguards against exposure to and 
transmission of the COVID-19 virus. Basic protec-
tive measures include symptom monitoring, workplace 
social distancing and hygiene, education, reduced 
employee density and cohort staffing, and off-site/off-
shift measures.

Symptom Monitoring 
Daily temperature checks and symptom monitoring can 
help identify potentially infected individuals and prevent 
spread of disease to other employees, though the prev-
alence of asymptomatic transmission strongly indicates 
that symptom monitoring should be combined with 
other measures. The details of such a program should 
be developed with input from medical advisers and 
labor and employment counsel.

Workplace Social Distancing and Hygiene 
These measures include social distancing practices 
within the workplace, mandatory masking require-
ments and use of other personal protective equipment 
(PPE) where appropriate, good personal hygiene 

practices, and enhanced cleaning and disinfecting in the 
workplace.11

Education 
While information about COVID-19 is readily avail-
able, education still plays an important role in effective 
workforce management. Effective education programs, 
with a focus not only on the “what” but also the “why,” 
can improve employee compliance both on and off the 
job. Written materials are important, but they are most 
effective when supplemented by other modes of com-
munication, including briefings from management or 
expert advisers. Video training modules can provide fur-
ther detail to reinforce and explain written policies and 
guidance. Live, interactive formats can facilitate deeper 
understanding through question-and-answer sessions 
and provide valuable insights into what measures work 
best in practice. 

Reduced Employee Density and Cohort Staffing 
Approaches to reducing employee density and the 
risk of spread of COVID-19 among employees include 
returning employees in stages, staggering days or shifts 
on-site, dividing returning employees into groups and 
minimizing interaction among different groups (cohort 
staffing), and physically separating critical workforce 
from the general employee population. These measures 
can help limit the spread of infection in the event of 
COVID-19 cases within the workplace. Effective cohort 
staffing often requires changes to current practices and 
can be supported through a tailored testing program, as 
discussed further below. 

Off-Site/Off-Shift Measures 
Measures implemented in the workplace are an impor-
tant first step, but most employees spend between half 
to two-thirds of each workday outside the workplace. It 
is important for critical infrastructure companies to take 
steps to promote employee behavior off the job that 
reduces the risk of infection that could lead to an out-
break on the job.

Advanced Protective Measures
Critical infrastructure companies may also need to con-
sider more advanced protective measures, especially for 
essential personnel. These are generally more complex 
to design and implement, and they present logisti-
cal, medical, and legal considerations that need to be 
addressed. 

These measures can be divided into two categories: 
those implemented on-site at the workplace and those 
implemented off-site, including within the employee’s 
household. Some of these measures may call for medi-
cal consultation or supervision. Advanced measures may 
also implicate important legal considerations, some of 
which are addressed below.
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Advanced measures include medical screening, 
workspace alterations, COVID-19 testing, preventative 
isolation, isolation from exposed or potentially sick fam-
ily members, and on-site sequestration.

Medical Screening 
A screening questionnaire to assess individual employee 
risk factors for exposure outside the workplace can be 
used as a tool to guide formation of employee cohort 
groups. While potentially useful, this presents legal 
issues that should be evaluated by labor and employ-
ment counsel. 

Workspace Alterations 
Changes to the physical workspace can also provide 
potential benefits. HVAC system upgrades such as high-
efficiency particulate air (HEPA) filtration and UV-C 
ultraviolet light treatment systems may help reduce the 
likelihood of transmission within the workplace.12 Com-
panies also should consider using clear plastic shields or 
other physical barriers between employees; restricting 
access to spaces where mission-critical employees work; 
and reducing maximum-occupancy limits for shared work-
spaces, elevators, break rooms, and other common areas. 

COVID-19 Testing 
Tailored use of COVID-19 testing is an important tool for 
critical infrastructure workforce management. Two pri-
mary options are available to employers to screen for 
infected individuals: laboratory-based testing and point-
of-care testing. These tests use different technologies, 
and they offer different advantages and disadvantages. 
Both are used to identify an active infection and are dis-
tinguishable from antibody tests, which can indicate a 
prior infection.

Laboratory-based testing uses a nasal/throat swab or 
saliva sample that is collected at an employer’s location, at 
a healthcare provider’s facility, or by telemedicine appoint-
ment and then transported to a laboratory for analysis, 
with results generally available within 48 to 72 hours. The 
laboratory-based COVID-19 test identifies genetic material 
of the virus using a reverse transcription polymerase chain 
reaction (PCR) process. Saliva-based samples can be col-
lected remotely by a telemedicine appointment, allowing 
for sample collection at home. When administered prop-
erly, PCR tests are highly accurate.13

Point-of-care testing uses a nasal or throat swab taken 
by a healthcare provider at the employer’s location or at 
a healthcare provider’s facility using a portable diagnos-
tic machine that provides results within 15–20 minutes. 
Point-of-care testing uses one of two approaches to iden-
tify COVID-19 infection: antigen testing to detect proteins 
on the surface of the virus, or a real-time variant of the 
traditional PCR process that identifies genetic material of 
the virus. Recent findings indicate a high level of accuracy 
with the latest point-of-care testing technologies.14 

The best choice of a testing method depends on how 
testing will be integrated into a workforce management 
program. In some cases, more than one method may be 
indicated. Point-of-care tests are generally less expensive 
than laboratory-based PCR tests, and the rapid results 
offer a clear advantage, though they have a slightly 
lower accuracy rate.15 Laboratory tests are slightly more 
accurate, and the ability to provide a sample by tele-
medicine visit is a benefit in some circumstances, but 
the tests are somewhat more expensive and results gen-
erally take 48–72 hours. 

The Food and Drug Administration has approved 
“batch testing” to allow multiple individuals to be 
tested together with a combined sample, thereby reduc-
ing costs, though this practice introduces an increased 
likelihood of false negative test results due to sample 
dilution. For this reason, batch testing is still in a devel-
opmental stage and is not widely used in practice. 

COVID-19 testing can be incorporated into a compre-
hensive workforce management program in a number 
of ways. Some employers may elect to test all employ-
ees before they return to work in order to establish a 
baseline, though this provides only a single snapshot 
in time and does not substitute for ongoing measures. 
Testing can also be used in conjunction with contact 
tracing to facilitate case management following a known 
or suspected exposure, and it may facilitate more rapid 
return to work for individuals who have been confirmed 
negative.16 In addition, COVID-19 tests can be used to 
facilitate in-person meetings, to periodically screen mis-
sion-critical personnel required to work on-site, to check 
employees returning from travel or other high-risk sce-
narios, to conduct point-prevalence survey (random 
sample) testing, and in other applications that can be 
designed to meet individual organizational needs with 
the assistance of a medical advisor.17 

Companies incorporating testing into their COVID-19 
workforce management programs should consider con-
tracting with a private provider offering testing to ensure 
consistent availability and timely results. These provid-
ers have experience working with a number of industrial 
applications and can tailor a testing program to a com-
pany’s specific needs and budget. 

Preventative Self-Isolation 
This measure ranges from relatively minor steps, such as 
recommending that essential employees limit activities 
outside their household to the extent possible, to more 
aggressive steps, such as recommending that essential 
employees self-isolate within their households depend-
ing on potential exposure risk factors present.

Isolation from Exposed or Potentially Sick Family Members 
In addition to education and guidance regarding mea-
sures to minimize contact with family members who 
have potentially been exposed or who exhibit possible 
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symptoms, employers should consider providing tem-
porary alternative housing arrangements for critical 
employees when circumstances warrant.

On-Site Sequestration
Among advanced measures, one of the most intensive 
is an on-site sequestration program for mission- critical 
personnel. Several utilities undertook sequestration pro-
grams for control-room operator personnel at the outset 
of the COVID-19 outbreak.18 Such programs are inher-
ently complex and resource intensive and need to be 
designed around the company’s particular circum-
stances, including workforce needs, head count, and the 
configuration of facilities. 

Critical infrastructure companies, in coordination 
with their medical and legal advisors, will need to iden-
tify and address a wide range of potential risk factors 
and other issues prior to implementation of an on-site 
sequestration or quarantine program. They will need to 
consider, for example:

• selection criteria for assessing the technical, man-
agerial, legal, and medical personnel who may 
participate in quarantine; 

• entry and exit protocols, both for quarantine 
rotations and for unquarantined personnel who 
require access to quarantined facilities (e.g., for 
critical maintenance);

• lodging, meals, supplies, and receiving protocols 
needed in order to provide living accommodations 
for sequestered personnel; 

• medical screenings, supervision, and support 
needed to conduct initial screenings prior to entry 
into sequestration, as well as for ongoing screen-
ings, wellness checks, mental health assessments 
and support, and emergency medical care; 

• ongoing preventative measures, including con-
tinued social distancing, use of masks, hygiene, 
cleaning, etc., as well as preparations for self- 
isolation within quarantine or removal from 
quarantine if indicated; and

• wage and hour considerations needed to assess com-
pensation and related matters for special staffing 
protocols to ensure compliance with applicable laws.

Medical Input and Supervision
Many of the measures described above have medical 
components or significance. It is advisable for critical infra-
structure companies to consult with an appropriate medical 
advisor to ensure that the measures are consistent with the 
latest medical guidance and administered or supervised by 
licensed medical professionals where required. 

A medical advisor can provide valuable assistance in the

• initial assessment to identify available resources 
and determine how best to allocate those 

resources to serve program objectives; 
• development of detailed program protocols 

in consultation with management and legal 
advisors; 

• implementation of the program with adjustments 
as necessary in response to changes in relevant 
underlying facts (e.g., the availability of testing, 
staffing rotations, and potential exposures); and

• oversight, periodic review, and adjustment by man-
agement of program details in consultation with 
medical and legal advisors to ensure that the pro-
gram remains consistent with current information 
and guidance.

Key Legal Considerations
Because critical infrastructure companies play a vitally 
important role in the functioning of society, they 
cannot cease operations during a crisis, and their mis-
sion-critical functions must continue operating even 
when the general public is subject to stay-at-home 
orders or similar restrictions. Any critical work-
force management program that addresses COVID-19 
should be developed with an understanding of rele-
vant legal considerations. Many of the measures that 
a company may adopt alter the workplace environ-
ment or other employment conditions in ways that 
are legally significant. Below is representative sam-
pling of legal considerations when developing a 
COVID-19 workforce management program for critical 
infrastructure. 

Labor, Employment, and Compensation
Labor, employment, and compensation is perhaps the 
most obvious legal subject matter area implicated by 
changes to the work environment implemented as part 
of a pandemic workforce management program. In gen-
eral, there are three primary authorities that need to be 
considered when developing such a program.

First, laws and regulations that govern workplace 
health and safety, including the Occupational Health 
and Safety Act (OSHA) and the equivalent law in OSHA-
state-plan states, apply to the working conditions 
on-site—thus, employers have a legal obligation to keep 
employees free from health and safety hazards. More-
over, OSHA requirements extend to the living conditions 
of any employees quarantined on-site, which means that 
any on-site quarantine protocol must be developed in 
a manner consistent with employers’ obligations under 
OSHA and other applicable laws and regulations.

Second, protocols need to be developed in a manner 
consistent with guidance provided by the Centers for Dis-
ease Control (CDC). For example, the CDC has published 
guidance regarding the circumstances in which a critical 
infrastructure worker may continue to work in the event 
of potential exposure to COVID-19,19 which requires, 
among other things, that such employees maintain social 



16

Published in Infrastructure, Volume 60, Number 1, Fall 2020. © 2020 American Bar Association. Reproduced with permission. All rights reserved. This information or any portion thereof  
may not be copied or disseminated in any form or by any means or stored in an electronic database or retrieval system without the express written consent of the American Bar Association.

distance as work duties permit, be regularly monitored 
for temperature and other symptoms, and wear a mask at 
all times for 14 days after their last exposure. A workforce 
management protocol should include a mechanism that 
directly or indirectly incorporates such guidance, and that 
incorporates any changes to such guidance that the CDC 
and other authorities may implement over time. CDC 
guidance is not required by law unless it is incorporated 
into a state’s executive orders or similar mandates, but 
CDC guidance will be the standard of care in any negli-
gence case related to COVID-19 exposure.

Third, state and local health departments have police 
power to enforce government quarantines, stay-at-home 
orders, mask orders, and the like. Workforce man-
agement protocols must therefore comply with any 
obligations imposed by these authorities and also should 
comply with nonmandatory guidance for the same rea-
sons stated above.

In addition to applicable health and safety require-
ments, employers must also comply with applicable 
federal, state, and local law relating to employee com-
pensation. At the federal level, the Fair Labor Standards 
Act includes certain obligations relating to pay for 
work assignments that are 24 hours or more (in addi-
tion to ordinary overtime pay obligations). The Families 
First Coronavirus Response Act also contains pay and 
job security obligations. Further, changes to the wages, 
benefits, and other terms and conditions of bargained 
employees may be subject to collective bargaining 
agreements and negotiations with union representa-
tives. Finally, a number of states and localities also have 
passed and implemented COVID-19–related sick pay 
laws. Thus, the compensation payable to mission-critical 
employees may need to be adjusted to comply with fed-
eral law—as well as any similar or other relevant state 
law requirements.

Data Privacy and Security
Protocols developed to maintain critical workforce con-
tinuity in the face of COVID-19 (or other infectious 
diseases) may, depending on the healthcare and work-
ing arrangements included in the protocol, result in 
the flow of sensitive personal information and pro-
tected health information in and among employees and 
third parties in ways that are not typical for the com-
pany. Some of the potential measures described above, 
for example, involve regular temperature checks and 
collection of other information regarding symptoms, 
the results of which need to be periodically com-
municated either to the employer or the employer’s 
medical advisory team. This flow of data has privacy 
and cybersecurity implications. Although the company 
may already have systems in place to collect, transfer, 
communicate, process, store, and destroy sensitive or 
protected personal information in compliance with fed-
eral and state law and consistent with cybersecurity best 

practices, those existing systems might not work effec-
tively with the efficient administration of the workforce 
management protocol.

Consequently, data privacy and cybersecurity pro-
cedures should be developed with an understanding 
of various issues associated with the potential flow of 
sensitive and protected personal information. What 
information needs to be collected? Who needs to see it 
and how often? How should it be transferred and stored? 
Are there any privacy or security risks, and, if so, how 
can they be mitigated? To the extent that the company’s 
existing information systems will not suffice to appro-
priately handle that information in compliance with 
applicable law and corporate policies, the workforce 
management protocol should account for the need to 
implement appropriate information-handling procedures.

In order to ensure that all program participants—
management, mission-critical employees, medical 
supervisors, and others—fully understand and accept 
the information and privacy implications of the work-
force management protocol, it is advisable to develop 
brief information-management procedures for program 
participants and to review them with each participant. 
Additionally, weekly reviews during the course of the 
program are advisable to enable appropriate adjust-
ments to the information-handling protocols.

Insurance
Critical infrastructure companies typically maintain 
a variety of insurance coverages, many of which are 
potentially implicated by the COVID-19 pandemic and 
a company’s response to it. Those coverages include, 
among others, commercial property polices, business 
interruption insurance, worker’s compensation and 
employer’s liability policies, employment liability, direc-
tor’s and officer’s liability policies, event cancellation 
policies, and trade disruption policies. 

Insurance coverages that are most likely to be 
affected by COVID-19 are those with a “time element” 
to them: business interruption, contingent business 
interruption, extra expense coverage, preservation of 
property, and contamination/communicable disease 
coverage.

As part of the process of developing a workforce 
management protocol in response to COVID-19, compa-
nies should be aware of potential impacts to these and 
any other potentially relevant policies that they main-
tain and should take appropriate steps to maximize their 
rights under those policies. For example, a given insur-
ance policy might require the policyholder to issue one or 
more notices in order to preserve the right to claim under 
the policy (e.g., a notice of circumstances). Companies 
should thoroughly review all existing policies to under-
stand any applicable deadlines and notice requirements to 
avoid potential insurers’ defenses, and they should care-
fully review and consider those policies in any upcoming 
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policy renewals. Further, new coverages or coverage 
features may be needed in connection with the implemen-
tation of a COVID-19 workforce management program. 
Such policies should be carefully reviewed to ensure ade-
quate coverage and a full understanding of exclusions.

Conclusion
Despite significant efforts to control the spread of 
COVID-19 and to develop effective prevention and treat-
ment measures, the highly contagious disease remains 
an ongoing global pandemic. As the outbreak continues 
to spread through different areas of the country, with the 
possibility of another surge this fall, critical infrastructure 
companies must manage through the crisis. The nature 
of the disease presents unique workforce management 
challenges because many critical infrastructure work-
ers cannot work remotely and often must work in close 
proximity to one another. A significant threat to be man-
aged is the potential for a group of essential workers to 
become infected at the same time, possibly threatening 
continuous operations of critical infrastructure functions.

Critical infrastructure companies and other essential 
businesses must therefore develop robust business conti-
nuity plans for pandemics generally and take meaningful 
steps to monitor and manage the risk of COVID-19 
within their workforces and mitigate any internal spread 
of the disease, especially within critical employee pop-
ulations. These measures require substantial effort 
because a range of management, logistical, medical, 
legal, and other considerations must be addressed to 
ensure continued operational readiness.  inf 
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Chair’s Column
continued from page 2

interest in writing or speaking for IRIS, joining a com-
mittee, or virtually attending a Young Lawyers event.  

This issue of Infrastructure provides timely commen-
tary on the COVID-19–related challenges facing regulated 
industries. One article explores managing critical essential 
infrastructure while mitigating risk during the pandemic. 
Another article examines the use of cellphone technology 
to curb the spread and adverse effects of the pandemic. 
We anticipate that over the next few years, IRIS will 
maintain an ongoing discussion of business-continuity 
planning challenges faced by regulated industries. 

IRIS is continuing its online programming and intends 
to provide more programs than typical while in-person 
meetings are not an option. IRIS will host webinars (at 
no cost for Section members) on October 21 (3:30–5 pm 
ET) and October 22 (1–2:30 pm ET). On October 21, our 
panel will discuss the growing issue of restrictions or 
outright prohibitions on natural gas as the next targeted 
fossil fuel. We will hear from a state regulatory commis-
sioner, the chief executive officer of a national natural 
gas association, and a senior attorney from the Southern 
Environmental Law Center. 

On October 22, our program’s panelists will discuss 
the rapid increase in renewable generation in the United 
States. Speakers include a senior energy policy advisor 
who will discuss what a Biden administration may mean 
for federal climate change policy, a member of the New 
York State Climate Action Council who will update us 
on the steps New York is taking to increase its reliance 
on clean energy and reduce greenhouse gas emissions, 
a Columbia Law professor who will assess the role that 
carbon capture and sequestration might play in com-
ing years, and the climate policy director of a major U.S. 
utility holding company. As a reminder, our past CLE 

programs, such as the recent IRIS webinar on trends in 
water industry M&A, are available on the ABA website at 
no charge for Section members. 

I also want to remind you about the ABA’s efforts 
on diversity and inclusion. The ABA website includes 
a Diversity and Inclusion Center that provides a useful 
roadmap to available ABA programming, resources, and 
information addressing bias, racism, and prejudice in 
the justice system and society. IRIS has a Diversity Plan 
that is also available on the ABA website. This year, IRIS 
plans to combine our efforts to reach out to law stu-
dents and young lawyers to introduce them to IRIS with 
an effort to increase diversity in the pipeline of attorneys 
interested in working on regulated industry matters.

I especially want to thank Christian Binnig, the Sec-
tion’s outgoing Chair, for his work for the Section and 
its members. Along with the help of our Section Direc-
tor Susan Koz and other ABA staff, Chris’ efforts allowed 
IRIS to move through pandemic-related challenges 
smoothly. Most recently, Chris organized and hosted a 
very well-attended virtual Section meeting as part the 
ABA’s annual meeting. That IRIS meeting included an 
inspiring presentation by Trish Refo, the current ABA 
President, as well as a presentation and Q&A with the 
general counsel of a large utility holding company. 
While Chair, Chris also continued to produce written 
material for IRIS;  for example, a recent Infrastructure 
publication included a Binnig article on the FCC’s media 
ownership rules. 

In closing, I want to remind you that we recently 
began Section podcasts and plan to move more content 
online, so please consider visiting the IRIS webpage and 
following IRIS on Twitter (@AmericanBarIRIS). Very best 
wishes for continued good health.  inf 

14. Id.
15. Id.
16. See Implementing Safety Practices for Critical Infrastruc-

ture Workers Who May Have Had Exposure to a Person with 
Suspected or Confirmed COVID-19, Ctrs. for Disease Control & 
Prevention (Apr. 20, 2020) [hereinafter Implementing Safety Prac-
tices], https://www.cdc.gov/coronavirus/2019-ncov/community/
critical-workers/implementing-safety-practices.html.

17. Guillermo V. Sanchez et al., Initial and Repeated Point 
Prevalence Surveys to Inform SARS-CoV-2 Infection Prevention 
in 26 Skilled Nursing Facilities—Detroit, Michigan, March–May 

2020, CDC morBiDitY & mortalitY wKlY reP. ( July 10, 2020), 
https://www.cdc.gov/mmwr/volumes/69/wr/mm6927e1.htm. 
Random sample testing of a small portion of the employee 
population on a regular basis can discover asymptomatic car-
riers, allowing them to be removed from the population and 
informing contract tracing initiatives. 

18. Jimmy Vielkind, New York Utility Workers Live at Job Site 
During Coronavirus Crisis, wall st. J. (Apr. 5, 2020), https://
www.wsj.com/articles/new-york-utility-workers-live-at-job-site-
during-coronavirus-crisis-11586098801. 

19. See Implementing Safety Practices, supra note 16.
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Introducing: The Infrastructure Podcast!
Featuring conversations between Editor Bill Drexel and Infrastructure authors  

about developments in infrastructure law and technology
https://www.americanbar.org/groups/infrastructure-regulated-industries/

Net Neutrality: Take Four!
Bill Drexel, Editor of Infrastructure, and Joe Cosgrove Jr., Adjunct Professor at the University of Texas Law 
School in Austin, discuss Joe’s Winter 2020 Infrastructure article on Net Neutrality and its current status.

The SAFETY Act: An Important Risk Mitigation Tool for Critical Infrastructure 
Companies
Infrastructure Editor Bill Drexel and Kevin Jones, a partner with Hunton Andrews Kurth LLP, discuss Kevin’s 
Fall 2019 Infrastructure article on why the Support Anti-Terrorism by Fostering Effective Technologies Act is a 
powerful tool to help infrastructure companies manage cyber risks.

The Paradigm Shift in Renewable Energy
Mark Strain and Stephanie Green, partner and associate, respectively, with Duggins, Wren, Mann & 
Romero, recently authored Electric Resource Planning in an Era of Burgeoning Renewables. Together with 
Infrastructure Editor Bill Drexel, they discuss why we have entered this era of renewables and how that’s 
critically important for the industry.

The 9th Circuit City of Portland Case and Its Impact on 5G Wireless Deployment
Infrastructure Editor Bill Drexel talks with Andrew Emerson, partner with Porter Wright Morris & Arthur LLP, 
author of Removing Barriers for 5G Wireless Infrastructure Deployment, and Vice-Chair of IRIS and its 
Communications Committee. They discuss the two FCC orders designed to facilitate deployment of next-
generation 5G wireless services, the Small Cell Infrastructure Order and the Moratoria Order, and the  
Ninth Circuit’s August 2020 response to challenges to them in City of Portland v. United States. 

pandemic. Mobile technologies offered by infrastructure 
companies, for example, can facilitate contract tracing 
and enable quick response (QR) codes that serve as dig-
ital immunity passports and provide health screening, 
monitoring, and alerting systems. The use of such digital 
technologies is positively correlated with more effec-
tive pandemic management across the globe. The author 
identifies the opportunities and legal issues surrounding 
the use of such technology.

I want to take this opportunity on behalf of the entire 
Section to congratulate Cathy McCarthy on her election 
as Chair of IRIS for the upcoming year. Cathy has served 
our Section for many years and thus is well-equipped to 
lead us through the continued uncertainty arising from 
the pandemic. Like many of our clients, we will need to 

remain flexible and adapt to the changing needs of our 
members, our clients, and their customers.

We hope you enjoy this issue. As noted in our last 
issue, we have begun regular podcasts focusing on 
topics in Infrastructure. Our first podcast was on net 
neutrality, which was the subject of an article in the 
Winter 2020 Infrastructure issue, and we have had more 
recent podcasts on the Safety Act and renewable energy. 
Other topics should be covered in additional podcasts 
by the time this article is printed. Follow us on twitter 
(@AmericanBarIRIS) or connect with me on LinkedIn to 
get timely notices of new podcasts as they are released. 

If you have other suggested topics for future issues or 
would like to submit an article for consideration, please 
contact me at billdrex@yahoo.com.  inf  

Editor’s Column
continued from page 2
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Save the Date!
Upcoming IRIS CLE Webinars

Free to Section Members

October 21, 2020, 3:30–5:00 PM ET

Natural Gas Faces the Future: More, Less, Green, or None at All?
Laws, regulations, and requirements applicable to the use of natural gas continue to develop rapidly. Learn 
more about the federal, state, and local laws that may restrict or prohibit the use of natural gas now and in 
the future. Panelists will include a state regulatory commissioner. They will discuss, among other things, local 
laws prohibiting utility connections and some states’ ban of those connections, as well as federal, state, and 
local laws that apply to interstate natural gas pipelines.

October 22, 2020, 1:00–2:30 PM ET

Climate Change and the Changing Generation Mix: Environmental Effects, 
Technological Advances, and Policy Options for 2021 and Beyond
Panelists will discuss the state and federal laws that have contributed to the recent historic changes in 
generation mix along with potential upcoming changes in the law that will likely further affect the mix. The 
program will also cover how technological advances may affect the range of legal options available for 
lowering greenhouse gas emissions and the legal challenges already being posed by recent changes in 
the generation mix..

Registration for the webinars is available on the Section website: https://www.americanbar.org/groups/
infrastructure-regulated-industries/events_cle/


