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EU

Local solutions to data
breach notification issues
An increasing number of data
breaches have been notified to
individual Member States recently,
which has led to extensive debate
as to whether the EU should adopt
a breach notification law. With a
particular focus on the UK, France
and Germany, Bridget Treacy, a
Partner at Hunton & Williams,
examines how individual Member
States are devising local solutions to
the data breach issue and how the
recent debate surrounding the ePrivacy Directive contributed to the
data breach debate.

organisations do not comply with
the basic data security
requirement. A brief review of the
reported UK breaches reveals many
rudimentary mistakes, including
data being downloaded onto
unencrypted portable devices that
are lost, data processed by third
parties without adequate
safeguards in place, numerous lost
laptops and data that are carelessly
disposed of. In this context, there
have been calls for a US-style
breach notification law in Europe.

A recent study claims that two out
of every three Australian
companies leak data1. We may not
have equivalent statistics for the
EU but, in the last 18 months some
600 serious data breaches have
been reported to the Information
Commissioner in the UK. Data
breaches have also been reported in
many other EU Member States.
Increasingly, Europe is considering
US-style data breach laws as a
means of forcing organisations to
safeguard the data they handle. To
date, the primary EU debate
surrounding a data breach law has
taken place in the context of the
review of the e-Privacy Directive,
but increasingly we see individual
jurisdictions exploring the merits
of passing local breach laws. This
article will explore some of those
themes, with a particular focus on
the UK, France and Germany.

US data breach laws
US data breach laws had their
genesis in the California Computer
Security Breach Notification Act
(S.B. 1386), which came into effect
on 1 July 2003. Over time, the
Californian requirement to notify
individuals of data breach
incidents has come to include all
affected persons, whether a
resident in California or not. More
than 45 individual states in the US
have now enacted data breach laws.
There has been much analysis of
the effectiveness of US data breach
laws, focusing on whether the
notification requirement itself
contributes significantly to
reducing identity theft and other
losses that may flow from a data
breach incident. It is difficult to
draw a clear conclusion that data
breach laws reduce identity theft2.
What is clear is that the existence
of the laws and the consequences
of breach act as incentives to
organisations to ensure that data
are adequately safeguarded.

What is data breach?
‘Data breach’ is a generic term
applied to many situations in
which the security or integrity of
data is compromised, whether
deliberately or not. Despite the
data security requirements of our
EU data protection law, there have
been many recent examples of data
breaches, suggesting that

EU data breach laws
There is currently no general
provision in the EU Data
Protection Directive requiring the
notification of data breaches,
whether to regulators or to the
individuals whose data have been
compromised. Notwithstanding
this, many Member States have
begun to develop their own
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notification requirements in light
of the increasing public concern
over data security.
UK breach laws
Since the HM Revenue & Customs
data breach in 20073, the UK
Information Commissioner has
promoted a best practice
requirement to notify his office of
serious data breaches and, in some
cases, to notify affected individuals.
The notification requirement is
based on a harm threshold.
Notification is required where
 the breach is likely to result in
significant harm to individuals;
 the breach involves a large
volume of compromised data; or
 the compromised data are
sensitive.
In the UK, the potential for harm
to individuals is the most
significant factor to consider when
deciding whether to notify a
breach. The assessment requires an
organisation to consider the nature
of the compromised data and the
circumstances in which the data
were compromised. If data are
sensitive, such as health data, it
may not matter that only a small
number of records were affected.
The risk of harm to the small
number of affected individuals
may be high. Where there is a real
likelihood of harm, there is a
presumption to report. Where the
risk of harm is low, for example
because the storage device was
encrypted, there is no need to
notify. Notification is made to the
Information Commissioner, but
organisations frequently take the
initiative and notify individuals as
well. The Information
Commissioner expects to be
informed of whether individuals
have been informed and may
require that individuals are
notified. At a practical level, the
decision to notify can be a finely
balanced decision.
In the UK, the Information
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Commissioner’s powers to impose
sanctions for a data breach are
limited, but expected to strengthen
in early 2010. At present, the
Information Commissioner may
issue an enforcement notice, but
from April 2010 will be able to
impose a fine, likely to be in the
region of 5-10% of an
organisation’s turnover, where the
breach is deliberate or reckless.
German breach laws
Recent data breaches in Germany
have generated public outrage at
careless data handling4 and
German businesses have spent
significant sums dealing with
breaches. Research published in
December 2008 suggests the
average cost of handling a data
breach in Germany is €112 per
compromised record. The total
cost of handling breaches ranges
from €267,000 to €6.75 million,
with the average being over €2.41
million.
In response to public concern
over the largest breaches, Germany
has just passed Amendment II
(Data Trading) to the German
Data Protection Act. Amongst
other measures, this includes a data
breach notification requirement.
After 1 September 2009, German
organisations will be required to
notify incidents involving unlawful
data transfers or unauthorised
access by third parties that cause a
data loss likely to have a serious
impact on the rights or protected
interests of the individuals to
whom the data relates.
As in the UK, the new German
breach notification obligation
requires a harm-based assessment.
The legislative commentary to the
draft law indicates that the type of
data compromised, and the
likelihood of harm to individuals,
should be taken into account when
assessing whether the incident is
likely to have a ‘serious impact’.
Where notification is required, it
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will be made to the local data
protection authority and to
affected individuals, and must be
made without delay.
Where notification to individuals
would be disproportionately
burdensome, particularly where a
large number of individuals is
affected, notice must be provided
to the general public. Such
notification must be made by
placing at least a half-page
advertisement in daily national
newspapers, or by other means
that would provide equivalent
exposure for the notification.
French breach laws
Currently, there is no general data
breach notification requirement
under the French Data Protection
Act, although telecom operators
have an obligation to notify their
subscribers if there is a particular
risk of a breach of network
security. Otherwise, there is a
general requirement (as in other
EU jurisdictions) that
organisations must take all
necessary measures, having regard
to the nature of the data and the
risk associated with the data
processing, to preserve the security
and confidentiality of personal
data. A failure to comply with this
requirement is punishable by a
maximum fine of €300,000 and
up to five years’ imprisonment.
In addition, the French Data
Protection Authority, the CNIL,
has issued general security
guidelines intended to assist data
controllers to implement adequate
security measures. As part of its
investigatory powers, the CNIL can
visit the premises of a data
controller and inspect its data
processing systems, including to
determine whether adequate data
security measures have been
implemented. Following such an
investigation, the CNIL may
impose administrative sanctions
on the data controller, ranging in

severity from a warning to a fine,
an order to stop processing the
data or the withdrawal of an
authorisation to process the data.
In a recent report on the ‘right to
privacy in the age of digital
memories’, the French Senate
proposed creating an obligation for
data controllers to notify the CNIL
of data security breaches. The
Senate observed that a wellstructured and enforced obligation
to notify data security breaches
may act as an incentive to
companies to reinforce their
security measures. The Senate has
also proposed that the CNIL’s
decisions imposing sanctions on
negligent data controllers should
be routinely publicised with a view
to informing individuals about
important security breaches.
Discussions of data breach
notification requirements in
France are being keenly watched.
E-Privacy Directive
As individual EU Member States
have considered whether and, if so,
how to create a data breach
notification requirement, the issue
has been extensively debated as
part of the review of the e-Privacy
Directive. The review itself was
broader than just data breach and
included a package of reforms for
the telecommunications sector. As
part of this review, a draft directive
amending the e-Privacy Directive
is currently being finalised by the
EU institutions under the codecision procedure.
Finalising the draft Directive has
been a difficult process. On the
issue of data breach, there are five
issues that have been the subject of
exhaustive debate:
 devising a workable definition
of ‘security breach’;
 determining which entities
should be subject to any
notification obligation;
 identifying the factors that
would trigger an obligation to
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notify;
 identifying the entity responsible
for determining whether a breach
triggers the notification obligation
in (iii) above; and
 determining the recipients of
any notice5.
There has been general agreement
amongst the European Parliament,
the Council and the European
Commission as to the definition of
security breach. The definition is
wide, being a ‘breach of security
leading to an accidental or unlawful
destruction, loss, alteration,
unauthorised disclosure of or access
to personal data’. Thus,
unauthorised access to data as well
as inadvertent data losses will be
covered.
There was, however, disagreement
as to which entities would be
subject to a notification obligation.
Ultimately, this will be restricted to
internet service providers and
telecommunications services
providers, but there was extensive
debate as to whether the providers
of all online services (e.g. including
banks and online retailers) should
also be subject to these
requirements.
The EU data breach debate has
focused on the desirability of
devising a harms-based trigger to
the notification obligation. Many
data protection authorities and
commentators observing the US’
experience of data breach
notification requirements have
recommended a harms-based test
for notification so as to reduce the
likelihood of notification fatigue.
The current draft of the Directive
states that where a personal data
breach is ‘likely to adversely affect
the personal data and the privacy
of a subscriber or an individual’ an
additional notification must be
made to such subscriber or
individual unless the organisation
has applied ‘appropriate
protections’ to the data which
render it unintelligible to any
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unauthorised person who may
subsequently gain access to such
data (i.e. encryption). This position
departs significantly from the
Council’s original position, where
such an obligation was triggered
only by a ‘serious breach’. Where
the organisation fails to notify an
individual, the national regulator
may do so in its place.
The notification to the subscriber
or individual must set out, at a
minimum:
 the nature of the breach;
 contact points from which
further information relating to the
breach can be obtained; and
 recommendations to mitigate
the possible negative effects of the
breach.
In addition, any notification to
the national regulator shall include
a description of the consequences
of, and the measures proposed or
taken by the provider to address,
the data breach.
The draft Directive purports to
provide the national regulator with
additional auditing powers to
ensure organisations comply with
their notification obligations. The
national regulator may impose
appropriate sanctions where the
organisation fails any such audit.
Organisations must also maintain
a record of any breaches.
In terms of the overall passage of
the amendment to the e-Privacy
Directive, the Council failed to
accept Parliament’s amendments in
full, although the data breach
notification provisions are agreed.
A conciliation committee will
negotiate a compromise text to be
approved by both institutions in a
third reading, due in December.
Conclusion
Once the draft Directive has been
implemented it will be interesting
to see whether the EU institutions
have succeeded in striking a
balance between ensuring that
there are sufficient safeguards to

protect the public against harm
from security breaches and
ensuring that the national
regulators’ resources are not overstretched by the additional
notification requirements. The
success or otherwise of the draft
directive will be keenly watched.
The incidence of serious data
breaches has increased in Europe
and individuals are calling for
organisations to be held to account
for data breaches, and punished. It
may well be only a matter of time
before we see an EU-wide breach
notification requirement, with very
general application.
Bridget Treacy Partner
Hunton & Williams
btreacy@hunton.com
This article was written with assistance
from Dr Jorg Hladjk, Olivier Proust and
Shveta Ohri.
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