
D uring the European summer 
holiday period, news can be in 
short supply. This year, howev-
er, things were different. Ashley 

Madison, a website that many were quick 
to point out they hadn’t been aware of, 
stepped into the news void after it was 
hacked.  

Impact Team, the anonymous hackers  
who claimed responsibility for attacking the 
Ashley Madison website, created nothing 
short of a media storm with their release of 
the personal details of the website’s users. 
The incident also highlighted serious priva-
cy risks that all organisations face. 

For those whose holidays have included  
a media blackout, Ashley Madison’s strap 
line is ‘Life is short. Have an affair.’ The 
company enables people seeking extra-
marital affairs to meet. In July, self-styled 
moral guardians, the Impact Team, appar-
ently hacked the site and threatened to 
expose the details of registered users  
unless the site was taken down. The site 
remained up, and the hackers duly deliv-
ered on their threat, exposing the details  
of millions of registered users, including 
names, addresses, payment card details, 
and sexual preferences.  

In the resulting media storm, commenta-
tors were quick to point to possible security 
failings at Ashley Madison, and debated 
the moral ins and outs of whether or not to 
search the now publicly available database 
for the names of partners, friends and work 
colleagues. Others pointed to the sheer 
stupidity of thousands of workers who  
used their work email addresses to sign  
up to the site, and may now be wondering 
whether their jobs are at risk. Tragically,  
in Canada, the police are investigating  
two suicides apparently linked to the hack.  

From a privacy perspective, there are other 
lessons to be learnt. There is widespread 
speculation that the hack involved an insid-
er, underscoring the need for organisations 
to consider internal, as well as external, 
security weaknesses. It is startling to note 
that Ashley Madison apparently retained 
the records of its customers over several 
years, including credit card details. In our 
world of big data, retaining so much data 
for as long as possible is often a key busi-
ness objective, although at odds with the 
privacy principle of data minimisation.   

Ashley Madison is certainly not alone in 
retaining too much data in identifiable form 
for too long, and companies seeking to 
learn lessons from this incident would do 

well to focus on their own data retention 
practices.   

Much comment in the US has focused on 
the likelihood of class action litigation by 
the victims of the Ashley Madison hack.  
These victims may include spouses who 
have been cheated on, as well as users  
of the site whose details have been com-
promised. Frequently, breach-related class 
actions in the US fail because of the inabil-
ity of plaintiffs to prove loss. In the Ashley 
Madison context, loss will surely be easier 
to prove than in other cases of breach.  
Further, following the Court of Appeal’s 
ruling in Google v Vidal-Hall, a claim for 
distress may be brought in the UK without 
the need to prove monetary loss (although 
this case is subject to further appeal).  

Meanwhile, the UK Information Commis-
sioner’s Office published a blog warning 
that those who download or process the 
leaked Ashley Madison data may be as-
suming responsibilities under the UK Data 
Protection Act, and that those who search 
the leaked database might also have legal 
responsibilities. The ICO also noted that 
affected individuals could ask any UK  
publisher of their details to remove them.   

On balance, however, the damage has 
been done, and the story continues to re-
main current. The latest update includes 
details of the CEO’s resignation. As this 
sorry tale trundles on, the breach serves 
as yet another reminder that organisations 
need to be far more focused on cybersecu-
rity risk, and that as individuals we must 
take responsibility for everything we say  
or do online.  

Away from glare of publicity surrounding 
the Ashley Madison incident, for many the 
summer has involved detailed analysis of 
the texts of the proposed General EU Data 
Protection Regulation in preparation for the 
resumption of the trilogue. The September 
discussions will focus on the core data 
protection principles, the rights of data  
subjects and the obligations of controllers 
and processors. This will be a challenging 
month for the negotiations — let’s hope 
everyone is well-rested after the summer 
break. 
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